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Aurélien Francillon

Interaction of hardware/software/wireless communication

Notable projects in (embedded) software security:

- Avatar2: Framework for embedded firmware testing
- SymCC/SymQEMU : Fast concolic execution for code / binaries
- LibAFL-QEMU : Fuzzing from QEMU VMs 

Wireless security/side channels:

- Screaming Channels: Side channels propagate over radio, and Bluetooth
- PhaseSCA : Exploiting information leakage on phase instead of amplitude 

And I like backdoors !  But we will come back to this shortly. 

https://github.com/avatartwo/avatar2/
https://github.com/eurecom-s3/symcc
https://github.com/eurecom-s3/symqemu
https://www.eurecom.fr/fr/publication/7610
https://eurecom-s3.github.io/screaming_channels/
https://hal.science/hal-04725668v2
https://www.eurecom.fr/en/publication/7896


TODOS
Mention references Otmar blog

- Eu expert group 
- CCS Savage paper for offline 
- Don’t say police 

Add : Charlie Hebdo attacks, “black boxes” 

- Law in 2015, status report ? 

Structure: 

● Backdoors 
● Backdoor or front door ? 
● If not a backdoor is it good ?
● Word on hdd backdoor / backdoor definitions ? 



Why? 



Why backdooring phones ?

Well this is quite obvious why ? We need to protect the society, against terrorism, 
child exploitation, organized crime… (hackers ? ) 

Since 2015. 270+ people killed in France because of terrorist attacks.

Drug trafficking or Child abuse definitely a large problem…

https://www.ifri.org/en/shedding-new-light-terrorism-france
https://en.wikipedia.org/wiki/List_of_terrorist_incidents_in_France 

https://www.ifri.org/en/shedding-new-light-terrorism-france
https://en.wikipedia.org/wiki/List_of_terrorist_incidents_in_France


Why do we have this debate again ? 

● Smartphones are everywhere 
● Smartphones security is getting quite high !

○ Noticed Copy.fail vulnerability ? 
○ => Android not vulnerable (SELinux policy)

● All our data, credentials, online activities are there 
● Encrypted messaging is pervasive:

○ Signal, WhatsApp, etc. 
○ Even SMS now RCS is End-to-End Encrypted (E2EE)

● And yes, criminals and terrorists use them, like us. 
○ EncroChat, SkyECC, Anom …

https://www.gendarmerie.interieur.gouv.fr/gendinfo/criminalite-organisee-et-enquetes/2020/retour-sur-l-affaire-encrochat
https://en.wikipedia.org/wiki/Shutdown_of_Sky_Global
https://www.youtube.com/watch?v=dS01AoUF1xo


https://www.engadget.com/google-says-all-group-rcs-chats-are-now-fully-end-to-end-encrypted-200337049.html 

https://www.engadget.com/google-says-all-group-rcs-chats-are-now-fully-end-to-end-encrypted-200337049.html
https://www.engadget.com/google-says-all-group-rcs-chats-are-now-fully-end-to-end-encrypted-200337049.html


https://www.scworld.com/brief/
apple-beta-introduces-end-to-
end-encryption-for-rcs-enhanc
es-security-features 

https://www.scworld.com/brief/apple-beta-introduces-end-to-end-encryption-for-rcs-enhances-security-features
https://www.scworld.com/brief/apple-beta-introduces-end-to-end-encryption-for-rcs-enhances-security-features
https://www.scworld.com/brief/apple-beta-introduces-end-to-end-encryption-for-rcs-enhances-security-features
https://www.scworld.com/brief/apple-beta-introduces-end-to-end-encryption-for-rcs-enhances-security-features


How?



History of the “crypto wars” and “wiretapping”

Intercepting/Opening physical mail (since we write?) Caesar Cipher ? Older examples. 

Phone wiretap / Lawful Interception (since phone was created?)

1955 scandal of illegal wiretapping in New York 

DES in 70’s : NSA made sure the DES standard appeared before others did the standard, that 
the key length wasn’t too long (so NSA could brute force it), but wasn’t too vulnerable (so others 
couldn’t). 

90’s the clipper chip : communication chip with escrow key

Black-Boxes (“Technique de l’algorithme”): algorithme 

● Introduced in 2015 for fighting terrorism
● Extended for foreign influence (2021) and narcotraffic (2025)
● State council rejected both extensions, stating too many risks  

for individual liberties
● Planning to come back in LPM 2026 

https://spectrum.ieee.org/illegal-wiretapping
https://blog.cr.yp.to/20251004-weakened.html#dogfood
https://blog.cr.yp.to/20251004-weakened.html#dogfood
https://en.wikipedia.org/wiki/Clipper_chip
https://www.lemonde.fr/pixels/article/2025/06/13/surveillance-l-extension-des-boites-noires-au-crime-organise-censuree-par-le-conseil-constitutionnel_6612706_4408996.html
https://www.lemonde.fr/pixels/article/2026/05/07/surveillance-les-deputes-elargissent-a-nouveau-le-dispositif-des-boites-noires_6686538_4408996.html?search-type=classic&ise_click_rank=2


And failures

Greek mobile wiretap scandal (2005)

China hack of the USA telecom operators using Lawful intercept “Salty Typhoon” 
2023/24

https://spectrum.ieee.org/the-athens-affair

https://www.commerce.senate.gov/2025/12/experts-agree-u-s-communications-ne
tworks-remain-vulnerable-following-salt-typhoon-hack 

https://spectrum.ieee.org/the-athens-affair
https://www.commerce.senate.gov/2025/12/experts-agree-u-s-communications-networks-remain-vulnerable-following-salt-typhoon-hack
https://www.commerce.senate.gov/2025/12/experts-agree-u-s-communications-networks-remain-vulnerable-following-salt-typhoon-hack


Digitization of society and surveillance 

A lot of data is available everywhere, a lot more than 50 years ago !

Intelligence agencies collect a lot of data, 

● public data, applications data, advertisement data

Searching a smartphone is more like a house search than a phone wiretap.

● House search requirements a lot more strict than phone wiretap 

Who thinks that Lawful interceptions should not exist? 



Telecom networks before v.s. Now 

● Centralized on a telecom operator 
○ Or a few well identified companies 
○ They have to comply with the local laws

● Voice largely in clear 
○ Encryption mobile: only for the wireless link
○ Maybe between telecom operators, but 

each has access to the data

● Only voice, limited exposure of personal 
life

● E2EE systems don’t trust 
○ The network 
○ The server
○ Open source … 

● “Service provider” has nothing to share 
○ Well some metadata is still data …

● Protocols security keeps on improving. 

● Contains all your life digitized! 



Which data ? Context in which to access to data?

Data at rest :

- Seized device: recovery of data from a phone: Forensics
- Cloud storage 

In transit :

- Chat applications => Lawful Interceptions

In use:

- Trusted computing ? TEEs ? 
- Exploits to exploit smartphones remotely
- Data on phones remotely?
- On device scanning ?



ChatControl : on device scanning 

Massive on device scan of all pictures / media shared on messaging apps

Messaging apps/OS needs to scan content, build a perceptual hash

Compare the hash to a database

Not cryptographic hash (not robust to changes)

=> Doesn’t work

=> EU commission keeps on pushing this forward, and it keeps on failing to be 
voted (fortunately) 



Perceptual hashes: Ideally



Many attacks: collisions, evasion, injection

Black-box Collision Attacks on Widely Deployed 
Perceptual Hash Functions

Diane Leblanc-Albarel
Bart Preneel
https://eprint.iacr.org/2024/1869
False positives Between 0.03% and 0.3%
750M Europeans 
=> 1 pic/person/day:  225k to 2,25M false 
detections/day (without any attack)

False positives:
On the Cost-Effectiveness of Mass Surveillance
Javier Parra-Arnau, 
Claude Castelluccia, 
https://inria.hal.science/hal-01921899 

https://eprint.iacr.org/2024/1869
https://inria.hal.science/hal-01921899


White-Box Attacks on PhotoDNA

White-Box Attacks on PhotoDNA Perceptual Hash Function

Maxime Deryck, Diane Leblanc-Albarel and Bart Preneel

https://eprint.iacr.org/2026/486 March 2026  https://www.pseudodna.eu/ 

Reverse engineering and complete break of PhotoDNA, Forgery in seconds or minutes:

● False detections 
● Injecting patterns to make the images match while they should not 
● Modifying images to make them not match known CSAM while they should…
● Generate 2 images with same hash 
● Generate image with null hash (all zeros…)

https://eprint.iacr.org/2026/486
https://www.pseudodna.eu/


Exact collisions



Recovery from a hash value



Data in transport: Ghost / Lawful Intercept

Article 8 Ter from “Loi narcotraffic”: Mandate to send the data to police in case of 
lawful interception request (approved etc.).

“Protecting the cryptography”, not mass surveillance…

Unclear references to the “Ghost” :

- Adding one invisible participant to the (group) chat

Alternative propositions : send data in the clear before encryption

Was not included in the final law. 



https://www.lawfaremedia.org/article/principles-more-informed-exceptional-access-debate 

https://www.lawfaremedia.org/article/principles-more-informed-exceptional-access-debate


https://www.aclu.org/news/privacy-technology/ghost-user-ploy-break-encryption-wont-work 

https://www.aclu.org/news/privacy-technology/ghost-user-ploy-break-encryption-wont-work


Hard questions ! 

How do we ensure that new access mechanisms do not weaken system security?

What guarantees ensure that the system is not easily by passable?

Shall we exclude police, government, military from it? (see later)

How should jurisdiction be handled, especially with international travel?

● I’m Iranian, buy a phone in US, move to France, China, Japan?  Who should 
access it? 

● If Europe makes this mandatory, and it gets implemented, China and Iran will 
also ask the access ? 

● Give all your data every time you pass a border? 



How to backdoor an app Enable Lawful Interception 

Not many ways:

● Get an authorization mechanism 
● Send the data to Law Enforcement 

○ Or the key 
○ Or add LE to a group chat 

● Or Scan on device for something ? 
● Or weaken the cryptography ? 

Cryptography e.g., for E2EE chat is actually hard to get right, lots of vulnerabilities without the backdoor.

=> Adding backdoors will make it even harder to get right, so weaker

=> While at the same time impossible to force bad actors to use those platforms 

=> Is a documented backdoor (law) still a backdoor ? Or a front door ?



Phone Forensics: making data accessible in a controlled way? 

● Extracting data from phones, is difficult
○ Often requires very advanced attacks
○ Access keys, decrypt…
○ Phones are more and more hardened against faults and side channel

● Stefan Savage (paper CCS 18)



Not?



Chat Control is not Lawful Interception but mass surveillance

ChatControl: 

● The phone is scanning message contents before sent, before encryption
● On every phone 
● Using local detection: perceptual hashes…



And ineffective ? How to ensure it is not too easy to bypass?

● Trivial to fork open source / side load 
● Shall we forbid open source ?
● EU just guaranteed alternate installation 

sources on smartphones markets possible ?
● If some app is not available, on EU vendor 

market, side load etc…

Among you: who would load a fork of Signal if LI 
access is added ? 

● And you can sideload a version without the 
backdoor.



So shall we exclude the police from wiretap?

● Scandal of 450Kg of cocaine imported and 
distributed with help from police

○ No Cocaine or money recovered
● If there was a backdoor i bet they would not 

have used it.

More than this, policemen are humans and 
human security is difficult too…





Trust ? 



Trust ? 

I first thought this was a scam :)

ANTS: 

● the secure documents 
agency

● ID cards, passports, car 
registration…

● Face and fingers 
biometrics 

● Can't change a biometric 
ID…



ANTS leak.

Fortunately the most sensitive data not lost. But 11,7 millions accounts…

One of the most sensitive government infrastructure, by definition data from all citizens, 
biometrics, etc

Discovered because (one of?) the authors, a 15 years old tried to sell data on an underground 
forum…

I have a high respect for security people in the government, impressive profiles and skill level in 
many places.

● But this is not the problem!
● The problem is: if we create this access LI in all phones, how good are we going to be at 

protecting it? 

https://www.lepoint.fr/societe/piratage-de-lants-ce-que-lon-sait-sur-breach-3d-le-hacker-de-15-ans-arrete-en-cor
se-6KEPSH26YBGMDJTCC7D5BSXX6Y/ 

https://www.lepoint.fr/societe/piratage-de-lants-ce-que-lon-sait-sur-breach-3d-le-hacker-de-15-ans-arrete-en-corse-6KEPSH26YBGMDJTCC7D5BSXX6Y/
https://www.lepoint.fr/societe/piratage-de-lants-ce-que-lon-sait-sur-breach-3d-le-hacker-de-15-ans-arrete-en-corse-6KEPSH26YBGMDJTCC7D5BSXX6Y/


Without Legal Intercept in phones? Exploit market…

Law Enforcement/Intelligence agencies buy forensics / exploits tools

● Extracting information from seized device
● Exploiting devices remotely 

Tens of M€ / Year per country 

Cellebrite 500M€ revenue / year 

Funding exploit market, and who controls who gets to use what? 



Who is to decide who should have access to what ? 

 Move to exploitation 

market ? 

Well known sovereignty issue…



Status in France : Loi Resillience (NIS2, DORA, REC)

Emergency procedure only 2 steps:

1) Senate : added “illegal for police force to impose backdoors” 

(“Commission” Parliament approved the article in September) 

2) Parliament (Assemblée nationale) 

Not put to the agenda… 



Where are we now? 



Chat control, 1 and 2?

ChatControl 1 : check for CSAM on cloud servers (e privacy directive workaround) 

ChatControl 2 : check CSAM on devices, breaking E2EE 

None for now are in place, for now (1 actually just expired)

Will they come back? I wouldn't be surprised …



Backdoors: Status in France 



Backdoors: Status in France 







The report should be out soon, will it be public?

But 3 months to solve the problem was short ;)

In the meantime:



Parliamentary Intelligence Oversight Delegation

● Argues for targeted access to encrypted communications
○ Would preserve against mass surveillance

● Claims such access may be technically feasible without generalized weakening
● Criticizes the anti-backdoor provision in the resilience bill as harmful to intelligence 

policy
● current encryption as a major operational obstacle for intelligence and justice.

Do not propose any solution, ignores that illegal activities won’t comply with the “legal  
protocols”, distributed, no central system.   

Although this delegation was calling for a more open and clear debate, It would be 
interesting to hear.  



So what would you do ? 

Challenges:

How do we ensure that new access mechanisms do not weaken system security?

What guarantees ensure that the system is not easily by passable?

Shall we exclude police, government, military from it? 

● Diplomats ? Intelligence agents ? 
● This is not a rhetorical question, this was proposed in CSAM

How should jurisdiction be handled, especially with international travel?



Are solutions: Technical? Sociological? Political? Legal?

I think it is a society question,  which needs multidisciplinary approach

In a democracy,  we need an informed debate about it, researchers, hackers, 
associations need to brainstorm about this

Approach the problem critically.



Your turn,
Let's start the debate

(Q& A)
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