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Context: industrial control systems (OT)

Corporate 
network 

(IT)
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Threat model: supply chain attack (trojans)

>Objective: 
detect and classify malicious 
subtle variations of a legitimate 
program 

>Microarchitectural problem: 
Alternative to Hardware 
Performance Counters with a 
security focus!
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>Hardware architecture description 

>Software programs benchmark 

>Microarchitectural signals extraction 

>Features formatting (counters) 

>Machine Learning processing

Methodology of the approach

Instructions, addresses and control counters

Communication buses signals captures

Detection module with thresholds

Metrics selection

RISC-V CPU
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Signal probing: integrated logic analyzer

White: known microarchitecture 
Grey: black boxes

Communication buses 
(Wishbone, AXI, AXI-Lite)
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RISC-V instructions: splitting the signal

> And more for compressed instructions!
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Data addresses: areas accessed

>Which zones? 
>ROM 
>MAIN_RAM 
> SRAM / SDRAM 
>CSRs 

> Submodules 
> Accessors
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Setup: programmable logic controller

Ambient Light 
Sensor (ALS)

LiteUART

LiteEthernet

Leds (GPIO)

Pmods I/O

LiteX! 
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LiteX last news!

Your program/OS :)
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Custom baremetal bios: firmware corruptions

« Too low luminosity »

Illegitimate 
deviations

« Too high luminosity »

ALS      - Get ALS 
Printf   - wrong print 
Leds     - wrong leds 
Alarm  - wrong alarm 
Malicious - All wrong
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ML Analysis: software corruptions diagnostic

>Clustering 
> ACP/t-SNE 

>Classification 
> XgBoost 
>DecisionTree 

> Better results than Hardware Performance Counters! 
 (On CVA6: 72,5% HPCs / 90% with our custom signals)
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More knowledge about microarchitectural behaviors
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Embedding a lite hardware detection module
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Current work: hardware trojans

>Thanks to many people! Questions?
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>2: Industrial Control System (TrendMicro) 
>3: Securing supply chains (TCG) - Supply Chain Attack (InfoSec) 
>10: Use LiteScope To Debug A SoC (Enjoy-Digital) 
>11: The RISC-V Instruction Set Manual, Volume I (RISC-V) 
>13: RISC-V Linux in LiteX/Rocket on FPGA Arty A7-100T (SHC) 
>15: MicroPython on LiteX (LiteX-Hub)

Bibliography: slides

https://www.trendmicro.com/vinfo/fr/security/definition/industrial-control-system
https://trustedcomputinggroup.org/securing-supply-chains-tcgs-answer-to-attacks/
https://www.infosec.gov.hk/en/knowledge-centre/supplychain
https://github.com/enjoy-digital/litex/wiki/Use-LiteScope-To-Debug-A-SoC
https://docs.riscv.org/reference/isa/_attachments/riscv-unprivileged.pdf
https://www.swhwc.info/linux-on-litex.html
https://github.com/litex-hub/micropython/blob/litex-rebase/ports/litex/README.md
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LiteInjector: A LiteX Extension for Fault Injection

>https://github.com/labsticc-arcad/LiteInjector 
Henault, Adam and Tanguy, Philippe and Lapôtre, Vianney  
2025 28th Euromicro Conference on Digital System Design (DSD)

liteinjector_cli

LiteX Server

CommUART

SoC Bus

UARTBone

LiteInjectorVexRiscV CPU

Host

SoC - FPGA

ibus.dat_r

ibus.adr

ibus.dat_r

ibus.adr

litescope_cli

LiteScope
hit

ibus.dat_r, ibus.adr...

Example SoC that use LiteInjector and LiteScope

LiteInjector

Mux Trigger Injector

SoC Bus
CSRs

signal n

signal 2

signal 1

data data

signal n

signal 2

signal 1

Input Output

Architecture of the LiteInjector emulator

https://github.com/labsticc-arcad/LiteInjector
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Future works?

>Self-hosted Linux FPGA system (gateware) 
> And then play with HAL (Hardware Analyzer)


