LAAS ¢
P do D
CNRS e EDF

Using hardware signals to detect malware

In critical embedded systems

THCon 26

Lucas Georget'?, Vincent Migliore®, Vincent Nicomette’,
Philippe Leleux®, Arthur Villard?, Frédéric Silvi?

' LAAS-CNRS /2 EDF R&D

@ Laborato ire conventionné avec
Université

LAAS-CNRS l} de Toutolse
/ Laboratoire d'analyse et d'architecture des systemes du CNRS




LAAS |
CNE’S S

'~ eDF

Corporate
network
(IT)

Context: industrial control systems (OT)

SUPERVISION NETWORK / SCADA

SUPERVISION ~ SUPERVISION ~ MAINTENANCE

CONSOLE 1 CONSOLE 1 LAPTOP

@3
LI -
=

DATA HISTORIAN / SCADA SERVER

PRODUCTION NETWORK

WIRELESS
INDUTRIAL NETWORK

= {2 b

STATION PLC 2

Laboratoire d'analyse et d'architecture des systemes du CNRS



LAAS

—=="Threat model: supply chain attack (trojans)
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detect and classify malicious
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sk program
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> Microarchitectural problem:
Alternative to Hardware

Substituting Couprolitising .
Malicious Software omare Performance Counters with a
3 A security focus!
Implanting Malware .
or Backdoor into “Zt;:;ile

Firmware
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— Methodology of the approach
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> Hardware architecture description

l RISC-V CPU
> Software programs benchmark
l Metrics selection

> Microarchitectural signals extraction
l Communication buses signals captures
> Features formatting (counters)

l Instructions, addresses and control counters

> Machine Learning processing

Detection module with thresholds
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—="Signal probing: integrated logic analyzer
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self.cpu.ibus.cyc,
self.cpu.ibus.adr,

— e — — — = - = e - - - — — — — — — — — — — — — — — —

self.cpu.ibus.dat_r,

Component | se1f.cpu. ibus.ve,
. R self.cpu.ibus.ack,
Core Behavior Subject to | sel. cpu. dhus. el
self.cpu.ibus.dat_w,
1 [
|

l_ = = = = =]l — o - = —_ e, .- - .- .- .- . - - - _m _— _— ———— -

# DBus (could also just added as self.cpu.dbus)

. h d h self.cpu.dbus.stb,
1cacne cachne . self.cpu.dbus.cyc,
Observables Extraction TN
g i self.cpu.dbus.we,
( )/ ( )/ self.cpu.dbus.ack,
~—" ~— self.cpu.dbus.sel,
self.cpu.dbus.dat_w,

<z 3 3z —— [

RAM ROM GPIO UART Communication buses
(Wishbone, AXI, AXI-Lite)

White: known microarchitecture
Grey: black boxes
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—=="RISC-V instructions: splitting the signal
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31 27 26 25 24 20 19 15 14 12 11 7 (6 0\
funct7 | 152 rsl funct3 rd opcode R-type
imm[11:0] rsl funct3 rd opcode I-type
imm[11:5] rs2 rsl funct3 imm[4:0] opcode S-type
imm[12|10:5] rs2 rsl funct3 | imm[4:1[11] opcode B-type
imm[31:12] rd opcode U-type
imm[20]10:1|11|19:12] rd opcode ) J-type
inst[4:2] 000 001 010 011 100 101 110 111
inst[6:5] (> 32b)
00 LOAD LOAD-FP | custom-0 | MISC-MEM | OP-IMM | AUIPC OP-IMM-32 48b
01| STORE | STORE-FP | custom-1 AMO OP LUI OP-32 64b
10 | MADD MSUB NMSUB | NMADD OP-FP | reserved | custom-2/rv128 48b
11 | BRANCH JALR reserved JAL SYSTEM | reserved | custom-3/rv128 | > 80b
Table 9.1: RISC-V base opcode map, inst[1:0]=11
> And more for compressed instructions!
11
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> \Which zones?

> ROM
Llitex> mem_ Llist
> MAIN_RAM Available memory regions:
ROM OxX00000000 O0x20000
> SRAM / SDRAM SRAM Ox01000000 0x2000
> CSRS MAIN RAM 0x40000000 O0x10000000

CSR 0x82000000 0x10000

> Submodules
> AcCCcessors
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—=="Setup: programmable logic controller
<= eDF

=

. 0§B68BAE ﬁasassaz_
ADIGILENT ! ot

f \' = % :';l.?“;. :
LAN cable| — || s — g
T ~ - - — “'. A r
.4 . Jie Y :

: EAVNET :
et > LiteX!

338

Switch/Router :
Egggagg EEEEE

14

Laboratoire d'analyse et d'architecture des systemes du CNRS




LAAS

=" iteX last news!

¢
~ ~ €DF

Your program/OS :)

)

ABSTRACTION <
Framework —

C/C++

Drivers, libraries

£

o

Firmware (BIOS)

Init, drivers, interrupts,

scheduling...

UL

CPU (VEXRiscv)
RISC-V soft CPU
(configurable)

LOW LEVEL HW

Hardware :"

RISC-V

PHYSICAL
Real World %

RISC-V Core
VEXRiscv

FPGA Toolchain
Yosys, nextpnr,
OpenOCD, etc.
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Your digital design

Lill

L

T3

FPGA Device
LUTs, BRAM, DSP,
10sy PLhLSsH

Peripherals & IP
AXI, Wishbone, Stream ...

Real World
Your application

interacts with the world




LAAS
CNE’S pZ

Custom baremetal bios: firmware corruptions
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I O
S /It /=) <
tart /S IN_I\__/_T|_|

Build your hardware, easily!

Trigger Instruction (c) Copyright 2012-2022 Enjoy-Digital
(c) Copyright 2007-2015 M-Labs
¥
BIOS built on Dec 5 2022 23:35:03
Get Sensor Data BIOS CRC passed (7c5b4les)
X LiteX git shal: a4cc859d

. . . . . e —— S C _——mmmmmmmmmmmmm—==—
« Too low luminosity » « Too high luminosity » -~ S ——
BUS: WISHBONE 32-bit @ 4GiB
\ / CSR: 32-bit data
ROM: 128KiB
SRAM: 8KiB
|tmin < t < tmazl MAIN-RAM: 64ItiB

R . n S niGializatiolD——————
D, Print Print Print ( \
== Boot ====
: State Sl State 52 State S3 Booting from serial...
! Message Message Message Press Q or ESC to abort boot completely.
! sL5DdSMmkekro

——zz=====————== | iftoff! ==============——

Configu-
ration S3

deviations

ration Sl ration Sg LiteX minimal demo app built Dec 5 2022 23:34:50

l___________i______:_-__________:___—__l__:_-__:_______-__::::*:::::::: .. Timeout
D2 Set GPIO Set GPIO // Set GPIO : I”egltlmate kae‘;uting booted program at @xzmaeaeee)

! / Configu- Configu-

Available commands:

ALS - GetALS
Printf - wrong print

Leds - wrong leds
Alarm - wrong alarm
Malicious - All wrong

\ litex-demo-app>
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> Clustering
TABLE III
> ACP/t-SNE ACCURACY SCORES BY COMBINATION

Y 2 Features transition counters state counters Both
> Classification L
Data 99% 99%
> XgBoost Both

> DecisionTree

> Better results than Hardware Performance Counters!
(On CVAG: 72,5% HPCs / 90% with our custom signals)
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Test Confusion Matrix Test Confusion Matrix

D11 D11

D31 D31
D12 D12

D13 D13

True label
True label

D21 D21

D22 D22
D14 D14
D15 D15

D16 D16

D11 O D31 D12 D13 D21 D22 D14 D15 D16 D11 O D31 D12 D13 D21 D22 D14 D15 D16
Predicted label predicted label

Fig. 4. Confusion matrices for the instruction-only (left) and data-only (right)
models.
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Fig. 5. Features relevance with program classification contribution
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—=="Embedding a lite hardware detection
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MAIN_RAM = 414.0
gini = 0.917
samples = 3000
value = [250, 250, 250, 250, 250, 250, 250, 250, 250, 250

250, 250]
class = D21
True False
dbus_we < 1070.0 " dbus_sel_bit2 = 1482.0
gini = 0.889 “gini = 0.667
- samples = 2250 samples =750
value = [250, 250, 250, 23(;.0(]), 0. 250,250, 0, 250, 250 | | \41ye = [0, 0, 0, 0, 250, 250, 0, 0, 250, 0, 0, 0]
class = D21 L class = D16

gini = 0.875

module

~N

ini = 0.593 gini = 0.011
samples = 2000 gin = -
_ samples = 562 samples = 188
value = [250. 230, 250, 29, 0. 0. 0. 250. 0. 230, 250 | | vaiye = [0, 0, 0, 0, 250, 63, 0,0, 249, 0,0, 0] | | value =10, 0,0, 0,0, 187,0,0, 1,0, 0, 0]
class = D21 L class = D16 class = D31

Fig. 3. Part of the Decision Tree from relevant features
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—=="Current work: hardware trojans
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&) Design New IP, SoC >> &) Integrate 3PIPs >> &)  ASIC/FPGA Synthesis, P&R >

Undocumented functions, Modifications through manual
inconsistencies changes, EDA tool scripts
Fabrlcatlon ’
Optional .
I
E ‘ MODULE (half_adder) D } GDS"

1

i |

IHHH H
I
11
1)

|

“&

Synthesis

Specification SystemC/C++ RTL Netlist P&R Netlist e Program .
v s mp P

/ Bltstream
Additional code, intentional
code errors (in-house, 3PIPs) [g Modifications through manual]

changes, tool scripts

> Thanks to many people! Questions?
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> 2: Industrial Control System (TrendMicro)

> 3: Securing supply chains (TCG) - Supply Chain Attack (InfoSec)
>10: Use LiteScope To Debug A SoC (Enjoy-Digital)

>11: The RISC-V Instruction Set Manual, Volume | (RISC-V)

>13: RISC-V Linux in LiteX/Rocket on FPGA Arty A7-100T (SHC)
> 15: MicroPython on LiteX (LiteX-Hub)
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https://www.trendmicro.com/vinfo/fr/security/definition/industrial-control-system
https://trustedcomputinggroup.org/securing-supply-chains-tcgs-answer-to-attacks/
https://www.infosec.gov.hk/en/knowledge-centre/supplychain
https://github.com/enjoy-digital/litex/wiki/Use-LiteScope-To-Debug-A-SoC
https://docs.riscv.org/reference/isa/_attachments/riscv-unprivileged.pdf
https://www.swhwc.info/linux-on-litex.html
https://github.com/litex-hub/micropython/blob/litex-rebase/ports/litex/README.md
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—=="Litelnjector: A LiteX Extension for Fault Injection

liteinjector_cli litescope_cli
A y

LiteX Server

| I commuarT | |
Host

SoC Bus
CSRs v SoC - FPGA
Input Output UARTBone
4 yY
signal 1 signal 1 SoC Bus
> > Y " y y
bus.dat
signal 2 data . EE . gnal 2 ibus.da
> Mux Trigger Injector f ! bus.ad
gnal gnal n .
> > B ibus.dat \ A / hit ¥
VexRiscV CPU — Litelnjector ”| LiteScop
; . ibus.adr vy
Litelnjector
| ibus.dat_r, ibus.adr...

Architecture of the Litelnjector emulator : : :
rectu ey N Example SoC that use Litelnjector and LiteScope

> https://github.com/labsticc-arcad/Litelnjector
Henault, Adam and Tanguy, Philippe and Lapo6tre, Vianney
2025 28th Euromicro Conference on Digital System Design (DSD)
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"Future works?

> Self-hosted Linux FPGA system (gateware
> And then play with HAL (Hardware Analyzer

L
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macdes % 5 # 0 Q4
X tap_sodule modified
top module
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® e
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