@D ESCAPE RESEARCH

Vibe Coding at Scale

SYSTEMATIC DISCOVERY OF AUTHORIZATION FAILURES
AND DATA EXPOSURE IN AI-GENERATED APPS

EXPOSED VULNERABILITIES CRITICAL

DISCOVERED
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e R&D Software Engineer @ Escape.tech
« Attack Surface Management (ASM) Lead

e Automating discovery & pentesting
« ENSEEIHT / Tls-Sec
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« Security Research Product Owner

« In charge of vulnerability quality on Escape
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The State of Security of
Vibe Coded Apps

How we discovered 2,000 high impact
vulnerabilities and sensitive data leaks in apps
built with vibe coding platforms



https://escape.tech/state-of-security-of-vibe-coded-apps

From LLMs to “Vibe-Coding”

Rise of LLMs in Code Generation Emergence of "Vibe Coding" Shift to Full AI Platforms

Base44

& o

outside of IDE inside of IDE no more IDE
2023 2024 2025
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Question to the Audience

How many of you use LLMs / AI in your job (or studies)?
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Question to the Audience

How many of you use LLMs / AI in your job (or studies)?

Is it to code ?
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The “gut feeling”

e LLMs = bugs, hallucinations, ..

e Human supervised LLM produce bugs
o Fully AI generated code might be worse ?

e Unreviewed code, created by less technical people

e Generates both backend and frontend, infrastructure, handles
the sensitive data, ...

= There might be security issues there ? @

@D ESCAPE



Catalyst 1: Increase in Attack surface

15K K]

exposed Endpoints exposed API Services
per organization on on 1single organization
average

*Escape State of the API Security 2025 @ ESCAPE



Catalyst 2: Increase in Attacks

estimated annual increase in API attacks to 2030
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*Leading Digital Transformation: Best Practices for Becoming a Secure API-First Company (Kong)



The “Explosive Cocktail”

1. Companies have more Applications that they can track
2. Increase in reported attacks

3. No more human in the vloop

What could go wrong?
@ ESCAPE



Methodology: Automated pentesting of “vibe coded” APPs
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Input: Vibe Coded Apps Sources

& Lovable

LAUNCHED

Top 5 submissions by Monday every week wins 100 credits - added every Monday

© Al © DeveloperTool © E ©

< i © Finance © Health

© Productivity © Social

Top Products launched this week v

1. . MiniMoment

Submitapp

~
MiniMomnts is a mindful social platform designed to celebrate the small, everyday Visit 2 24
achievements.
2. {ip LinkedUp 75
Visit 7 23
Your Al assistant for posts, captions, and articles that perform.

https://launched.lovable.dev/
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Input: Vibe Coded Apps Sources

Ve

Lovable Launched

Shodan (with lovable fingerprints)

*.lovable.app (subdomains)

*base44.app (subdomains)

2 N

L

*.create.xyz (subdomains)

o

J

... (subdomains)

N,

Reddit r/lovable, r/base64

=

<!—— Method 1: Flock.js script tag ——>
<script defer="" src="https://*.lovable.app/~flock.js"
data-proxy-url="https://*.lovable.app/~api/danalytics"></script>

<!-— Method 2: Comment marker ——>
<!—— IMPORTANT: DO NOT REMOVE THIS SCRIPT TAG OR THIS VERY COMMENT! —-

\ <!—— Method 3: CDN reference —->
https://cdn.gpteng.co/lovable.js

\‘\ subdomain L
2 [ enumeration } %* filtering J —>= ( 5k base targets]
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Methodology: Automated pentesting of “vibe coded” APPs

Escape automated security platform

-

Feedback loop < ________
/

1. m
> RECON: /
Escape AsM

\ Vulnerabilities
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2. RECON: Internal setup

l.' Asset T L
H - ~ o Feedback Loop
Host
N o el
e N i . RN .
Api Service : ; Composable Scanners
N / ( ™~ -
- ~ ASM [ Assets j
Web Application N <
~ s e N
—_— Business Logic Security Testing .
N E (DAST) :
( : AN J
Repository : . Vulnerabilities
_ J o e N
: : SAST :
( ) N\ J
. 1
k8s cluster R
L ) P e
e N
... (26 types total)

..................................... - @ ESCAPE



2. RECON: Anatomy of an ASM scanner

; Generic ASM Scanner structure
- ’ Discovery H Assets ]
: A i
Fingerprinting & : ’
Asset . Metadata :
: v o
- WAF Surface Scanning —‘H v -
: R R ulnerabilities
: - cloud provider (lightweight DAST) ; '
- Framework .
- GeoIP
H i
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2. RECON: Anatomy of WEB App Scanning

Dynamic testing

[ Active injections ] D Vunlerabilities

[ Crawl Application } ______ > E
f © () Assets

c [ Active security checks

—

[ Passive security checks J

Browser hooks
\

\

N

JS Sources 4 [ Secret & PIl Detection J

( Auth )

{ Network Calls ] AN . N [ A_‘:S ]
( Shemas |
e " ({OESCAPE




Lovable + Supabase integration for fullstack apps

"code " time

....................................................... LLM/Agen.tf.
A\
: . ROW Level S ity |__—=>
ol ) | " }
antime £ PostgREST
| -

LOVABLE ' SUPABASE

A CVE-2025-48757
@) ESCAPE



ok

Base targets

|

15k

discovered assets

— I

6k 1.5k 1k

Web Apps ' “Interesting” API Services

WebApps Targets
500

Working supabase APIs

(out of 800) @ESCAPE

Discovery results



Methodology: Automated pentesting of “vibe coded” APPs

Escape automated security platform

-

Feedback loop <
/

1. m 3'
- RECON: /

___________ ! Filtering |
| &Priorization

\ Vulnerabilities
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3. Filtering:

“\ibe-coded” applications

have guessed ?

Testable WebApps

Landing Pages
B e 23.3%

23.3%

Broken WebApps
20%

Authenticated
33.3%

WebApps types (estimate)

are really broken, who could

WebSockets
GraphQL APIs 5.2%

9%

Working Supabase APIs
33.6%

Other APIs
28.6%

Dead Supabase APIs
23.6%

Arbypes @) ESCAPE



Methodology: Automated pentesting of “vibe coded” APPs

Escape automated security platform

-

> RECON:
Escape AsM

Feedback loop <<
' ~ ~
7/

oo - ——-————.

\ Vulnerabilities

Filtering
& Priorization

_____ EXPLOIT:
Escape Al Pentesting

j—% Vulnerabilities
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4. PENTEST: How are we testing these applications ?

ASM Results
Testable Applications
.

[ >
ASM Potential Vulnerabilities
N J
o= ™
APl Schemas
A8 B

Sitemap ]

—
A T

JS Bundles j

Al Pentesting

—9( Vulnerabilities }
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4. PENTEST: Why did we decide to use AI Pentesting

e Input flexibility to leverage all available
data

e Detecting complex business flaws impossible for
DAST without manual config

Example

e N
User PIl available without i% ﬁ
authentication AT
\_ ) ( name
age
s B L email

Juser/:userld

Is it a security

issue or a feature
2
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4. PENTEST: Testing LLMs with LLMs ?

| USED THE STONES TO DESTROY THE STONES.
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4. PENTEST: AI Pentesting orchestration

Assets + Artefacts

Recon

Exploitation

Validation

Agentic Crawler

i

y Crawling map + hint

I

Orchestrator
N
- Tools
Specific task agent
J
N C
Specialized pentester
=5

. 2
e
o

Auth manager ==
e

Reporter

Validator

Vulnerabilities

Al Pentesting
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4. PENTEST: AI Pentesting validation process

INPUT

. Validator by
Potential Kind
Vulnerability

When to use Canaries:

Used for deterministic triggers like XSS. If the agent
triggers the XSS in our provided browser, it is a
confirmed high-fidelity finding.

Canary Validation

Adversarial Validation

When to use Adversarial:

Crucial for complex logic like IDOR or BOLA. Since
these lack simple "canary" markers, an adversarial
LLM agent validates the unauthorized data access.

@D ESCAPE



Disclaimer: Challenges & Limitations

e Broken [/ Untestable targets

e No Authentication
o WIP At the time: Automatic Authentication

e Surface / Production mode scanning

o Harmless . . .
. . . . vibe-coded” applications are
o Disabled checks (hard injections, ...) really broken, trust me

o Disabled state altering operations

This introduced a strong bias
decreasing the results quantity and severity

@D ESCAPE



API and SPA Vulnerabilities on Vibe-Coded Apps

34,232 D
vulnerabilities
400+
secret leaks
~100
critical impact
175
instances of Pll Leaks
2k+ (for a total of 500+ PlIs)

high impact
(O ESCAPE



API and SPA Vulnerabilities on Vibe-Coded Apps

4

SSRFs 2 . 4 .
re-confirmed confirmed File
2 CVE-2025-48757 Disclosure
O click account takeover 2 git leaks
12
250+ confirmed BOLA (IDOR) 400+
Vulnerable Misconfigured

dependencies (with permissions / broken
CVESs) access control

@D ESCAPE



Security Landscape Shift: From Technical Exploits to

Business Logic Failures

Declining: "O0ld" Vulnerabilities

Traditional injection attacks are
becoming rarer due to modern framework
protections and automated scanning.

e Cross-Site Scripting (XSS)

e SQL Injection (SQL1)

e Command Injections

Rising: Logic & Authorization

Modern apps suffer from complex
authorization flaws that bypass
traditional firewalls and security
layers.

e BOLA (Broken Object Level Auth)
° IDOR
e Complex Business Logic Flaws

@D ESCAPE



"user id": null,
"full_name": "G

"birth_date": "19%A

"phone_number": &= Sk , . Deep dive:
—— Medical platform
SEREHAL. VB D leaking PII and

"created_at": "2025=#

"updated_at": "2025=H o o R o e PaSSWOPdS O-F ALL
"profession": null,

"service_country": ' " . dOCtOI‘S

"bank_account_name":

"bank_iban":

"email": = == segnail.con”, Cause: RLS bypass
"password": & i, CLEAR PASSWORD

"phone'": 5=l

"specialty": "Klinik Psikolog",
"institution":
"refer": ©
"about": null
}I
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"id": "524a23e9-c2da-4f8b-90b9-315a7a796318",

"user_id": "e665a8c8-74a0-48e5-a8al-9ecb80e936eb",

"session_token":
"eylmn I i L 1 al ] . 3 ¥ . xsexXp
1dXz ] " i ] LS ol %o 00 CJhdw
QiOi e ST .= Tk | B o T LmNvb
SIsIkn = - i lcl9ot
ZXRh 3 = & Y - ] p.=d1bm]
CMG1 o i | JHLLL i ey~ =T TEE I anxfdm
VyaWaeowl re o sy I Lol ol Do Do v L e B, =T iam QSBTS
CIsT ol i- Rl | - I e . . vt il d vYOtv

TKk5v PR | . al 1 = T =" o . " QXMDA

XMz =il 1 1 Fk L pRF | 5 e et 1 2 o 3 5IsIm
Ftci s=1t i t ! =" - . NGRiN
cosy
"device_info": {
"language
"platform
"timezone":
}
"ip_address"
"user_agent":
Chrome/138.0.0.0
"Tocation®™:
"is_active": true,
at": "2025
2025-08-02T18:54:45.147+00: 00",
"expires_ "'2025-09-01T18:54:50.164+00: 00"

Deep dive:
O click Account
takeover (of 950
active sessions)

Cause: Broken
Custom Auth + BOLA
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Conclusion: Can AI cure AI?

@D ESCAPE
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Conclusion: Can AI cure AI?

Take 1: AI is here, whether you like it or not

@D ESCAPE
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Conclusion: Can AI cure AI?

Take 1: AI is here, whether you like it or not

Take 2: It’s increasing attack surface at an exponential rate

@D ESCAPE
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Conclusion: Can AI cure AI?

Take 1: AI is here, whether you like it or not

Take 2: It’s increasing attack surface at an exponential rate

Take 3: But it makes security more scalable than ever

User ———> .
N Al Codegen code Al Code review [ code ]H runtime
\ ]
\ SN . -
5 ,’ ) N L7
\ 7’ ~ 7z
\ s S s
7 ~

1
1 ’
N \ ~ s
Feedback \ S~ -7
\ ~_ P
\\ Feedback / patches
N\
A N V
Feedback / patches
____________________________________________ Al Pentesting
Iterations

image: xkcd.com @ E S CA P E



Opening: The race of AI cyber

Github Enterprise Copy Fail
CVE-2026-3854 CVE-2026-31431

by Wiz by Xint Code

If we can automate pentesting with AI = so hackers can.
AI Assisted CVEs = new 0 days ?
We have to defend with LLMs.

Who will win this race ?
Will we see major AI caused breaches in the near future ? @ESCAPE



2026 in a nutshell

THIS 15 YOUR MACHINE LEARNING SYSTEM?

YOP! YOU POUR THE DATA INTO THIS BIG
PILE OF UNEAR ALGEBRA, THEN COLLECT
THE ANSWERS ON THE OTHER SIDE.

WHAT IF THE ANSLERS ARE LJRONG? )

JUST STIR THE PILE UNTIL
THEY START LOOKING RIGHT.

My job: Writing AIs with AIs to find vulnerabilities in AI generated
apps so other AIs won’t pirate it.

@D ESCAPE
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https://escape.tech/

For teams that are 100x outnumbered

Nohé Hinniéer—Foray
R&D Engineer @ escape.tech (YC W23) ¥
ENSEEIHT, INSA, ENAC tls-sec alumni.

Thank you ! Questions

©

Gabin Fouquet

Escape

Security Research Product Owner @



Q: IS THIS LEGAL °?

A: tldr; yes.



175

instances of Pll Leaks
(for a total of 500+ Plls)

Medical Phone
Records numbers
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Conclusion: Mitigation strategies for Enterprises

ssssss

[ https:/ipetstore3.swagger.iolapivd v Authorize @
pet Everything about your Pets Find out more /N
PUT /pet Update an existing pet v e

/pet Adda new pet to the store v a ‘

/pet/findByStatus Finds Pets by status v a ‘

m /pet/findByTags Finds Pets by tags v ﬂ‘

ﬂ /pet/{petId} FindpetbyID - a‘

1. Continuous Exposure
Monitoring

Know your attack surface

in real-time

Top 5 Vulnerabilities

@ H Request Forgery / Server Side Request Forgery
1 application affected

©@ Request Forgery / Partial SSRF

1 application affected

0 Protocol / Server Error

o 1 application affected

w® Information Disclosure / Field suggestion
1 application affected

=0 Protocol / Content Security Policy Header

o

1 application affected

2. Continuous Security
Testing
Find vulnerabilities
before others find it

(CI/CD Integration)

123 (100%) 123 (100%) 87 (71%) 0 (0%)
All issues Open issues Exposed Unauthenticated

Custom @ Access Control Configuration @ Information Disclosure Injection @ Protocol

3. Security by Design
Collaborate with devs
to mitigate risk from
conception to deployment

(Shift-left Security)
¢ ESCAPE



Conclusion: Mitigation

THIS 15 YOUR MACHINE LEARNING SYSTETM?

YOP! YOU POUR THE DATA INTO THIS BIG
PILE OF LINEAR ALGEBRA, THEN COLLECT

THE ANSLIERS ON TIE OTHER SIDE.
WHAT IF THE ANSLIERS ARE LIRONG? )

JUST STIR THE PILE UNTIL
THEY START LOOKING RIGHT

Review of AI generated code in critical paths

code with AI, but review your access control Tlayer
or database schema,
I beg you @ ESCAPE

image: xkcd.com



