
« Ah, the good old days »
or not …
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« Sécurité des équipements grand public connectés à Internet »
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The smart home
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The abandoned home

En arrêtant définitivement ses serveurs, 
Wemo (Belkin) envoie des milliers d’objets 
connectés à la casse

https://www.clubic.com/actualite-572658-en-arretant-definitivement-ses-serveurs-
wemo-belkin-envoie-des-milliers-d-objets-connectes-a-la-casse.html

https://www.maison-et-domotique.com/164791-qiara-met-la-cle-sous-la-porte/

Orange débranchera les enceintes 
Djingo le 31 mars (2021) et 
remboursera leurs acquéreurs

https://www.lesnumeriques.com/assistant-domotique/orange-debranchera-les-
enceintes-djingo-le-31-mars-et-remboursera-leurs-acquereurs-n159929.html

Nest fait du ménage dans sa gamme, 
et abandonne le marché européen 
des thermostats connectéshttps://www.igen.fr/domotique/2025/04/nest-fait-du-menage-dans-sa-gamme-et-

abandonne-le-marche-europeen-des-thermostats-connectes-14970906/05/2026 3



Massive interconnections
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Massive interconnections
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Issues identified ten years ago
• Architecture of connected devices

• Similar to that of a personal computer
• Generally, more powerful than the device’s actual computing requirements

➔Devices that can be compromised to execute malicious code

• Operating system / firmware
• Maintenance often inaccessible to the user
• Impossibility of verifying the manufacturer’s good faith

➔Increased risk of vulnerabilities due to delayed or non-existent maintenance

• User data
• Possibility of storing the user’s private information
• No control over its use

➔No guarantee of respect for the user’s privacy

• Communication interfaces
• Connections outside the home
• The shared local network
• Some networks are less protected because they have historically not been considered potential targets for attacks

➔Increased attack surface due to all these communication interfaces
➔Equipment connected to multiple networks can be used as a relay, once compromised, to attack other devices
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Local loop and DVB-T
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Local loop
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Sniffing the local loop
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Sniffing fiber optics

After all, sniffing fiber optics is easy!
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Boot-up and update of french internet access 
devices in 2015

IAD Protocols used during

Boot-up Update

A HTTP, FTP, SSL - 

B HTTP, SSL SSL

C SSL -

D HTTP HTTP

E HTTP HTTP

F SSL -
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Box D in 2026 …

06/05/2026 12



Box D in 2026 …
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DVB-T
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Broadcasting DVB-T

High frequency modulation
No public-available hardware
Software defined radio (SDR)
 

Cheap experimental modulator
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Broadcasting DVB-T
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HbbTV

• Information concerning the channel (name, network, etc...)
• URL of interactive content (HbbTV)
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Exploiting HbbTV
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Exploiting HbbTV
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Let’s go!
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Let’s go!
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Local loop & DVB - Conclusion

06/05/2026 22



Privacy
Les télés connectées de Samsung, LG 
et Sony accusées d’espionner les 
téléspectateurs
https://www.01net.com/actualites/les-teles-connectees-de-samsung-lg-
et-sony-accusees-despionner-les-telespectateurs.html

https://www.mac4ever.com/domotique/190234-amazon-ring-une-
nouvelle-ia-qui-decrit-ce-qui-se-passe-chez-vous

https://www.igen.fr/domotique/2025/07/amazon-achete-bee-et-son-
bracelet-qui-vous-ecoute-en-permanence-151223
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Privacy issues were allready there in 2013

Extract of a request sent from the television to its manufacturer

https://doctorbeet.blogspot.com/2013/11/lg-smart-tvs-logging-usb-filenames-and.html
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Any questions ?
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