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My Past 10 Years

Spectre, Meltdown

Transient execution
attacks

ÆPIC Leak

Architectural leaks
pioneer

PLATYPUS

Software power side
channels

ZombieLoad, Fallout, Medusa,

CacheWarp, GhostWrite, and more

KPTI, Cloudflare

Defenses in production

"Yes, I probably broke your CPU."
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Short History of Software Exploitation

1985-1989 1990-1994 1995-1999 2000-2004 2005-2009 2010-2014 2015-2019 2020-now

Morris Worm
(1988)

Stack Buffer
Overflow

(1996)

Return-to-libc
(1997)

Ret2libc
chaining

(2001)

Borrowed Code
Chunks
(2005)

Return-oriented-
programming

(2007)
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The Security Spiral (Not a Cycle!)

5



The Security Spiral (Not a Cycle!)

5



The Security Spiral (Not a Cycle!)

5



The Security Spiral (Not a Cycle!)

5



The Security Spiral (Not a Cycle!)

5



The Security Spiral (Not a Cycle!)

5



The Security Spiral (Not a Cycle!)

5



History to Now
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CPUs Have Vulnerabilities Too

Meltdown and Spectre
⇓

Since Meltdown and
Spectre, we know:

CPUs can have security
vulnerabilities too
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What About Numbers?

Intel Core i7-6700T (’15):
. 29 CVEs

Spectre: PHT, BTB, STL, RSBU, RSBA,
SWAPGS, SCSB
Meltdown/MDS: Meltdown, Meltdown
3a, Foreshadow, L1DES, VRS, VRSA, Fall-
out, RIDL, ZombieLoad, TAA, Crosstalk,
Downfall
LVI: LVI, LVI-NULL, FPVI
Other: ÆPICLeak, PLATYPUS, UMH,
MCEA, DRPW, SBDS, Cache policy

Intel Core Ultra 9 285K (’24):
¥ 12 CVEs

Spectre: PHT, BTB, STL, RSBU,
RRSBA, SWAPGS, SCSB, BHI, Intra-
mode BTI, Post barrier, BPI
LVI: FPVI
Other: ÆPICLeak
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Three Stages of CPU Attacks

Side-Channel
Attacks

Indirect + Metadata
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Three Stages of CPU Attacks

Side-Channel
Attacks

Indirect + Metadata

Transient-Execution
Attacks

Indirect + Data

Architectural CPU
Vulnerabilities

Direct + Data
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Intel SGX

Intel SGX was a key enabler for research
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Threat Models Change

Traditional

Attackers are
unprivileged

TEEs

Attackers are
privileged

New attacks: page faults, performance counter, undervolting, ...
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Intel SGX: Fallen into Disgrace

Designed before microarchitectural attacks
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Leaking from the Superqueue

A A A A A A A A
B B B B B B B B

Su
pe

rq
ue

ue

APIC
IR

R ???

IS
R ???

EO
I ???

Victim (SGX)

Attacker
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One Vendor was Confident

AMD (2019)

AMD believes that our hardware paging architecture and pro-
tection checks help AMD processors not be affected by many
side-channel vulnerabilities, regardless of whether Simultane-
ous Multi-Threading (SMT) is enabled or disabled.
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Threat models shift, requiring
constant re-evaluation of

assumptions.



Confidential VMs: New Generation TEEs
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Breaking Confidentiality via Integrity

2018 2019 2020 2021 2022

SEVered (2018)
Page remap to extract
plaintext

Insecure until proven
updated (2019)
Firmware downgrade

SEVerity (2021)
Code injection into
SEV-ES guests

undeSErVed trust
(2021)
Permutation-agnostic
attestation
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Integrity is Essential

AMD (AMD-SB-3005)

SEV and SEV-ES features are not designed to protect guest VM
memory integrity.

Integrity seen as “bonus”

→ No confidentiality without integrity
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The Evolution of SEV

SEV

IP

SP

SEV-ES

IP

SP

SEV-SNP

IP

SP
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AMD SEV-SNP: State-of-the-art Version

AMD SEV-SNP

SEV-SNP is designed to prevent software-based integrity at-
tacks and reduce risk associated with compromised memory
integrity. The basic principle of SEV-SNP integrity is that if
a VM is able to read a private (encrypted) page of memory,
it must always read the value it last wrote.

AMD SEV-SNP: Strengthening VM Isolation with Integrity Protection and More
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Legacy Instructions
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INVD Instruction

• Flushes internal CPU caches

• Does not write modifications to memory

Intel
Use this instruction with care. Data cached internally and not written
back to main memory will be lost. [...] software should instead use the
WBINVD instruction.
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CacheWarp: Basic Primitive

3i

Hypervisor

invd

Victim VM CPU Cache DRAM

▶ printf("%d", i);
i = 4;
printf("%d", i);

Output
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sudo Exploit

int uid = 0;

uid = getuid();

if( uid == 0 ) {
// continue as root

} else {
// ask for password

}
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sudo Exploit
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Timewarp: Attacking Return Addresses

Explicit
Writes

Compiler-
induced Writes

Return
Addresses
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Timewarp

1 call ret1

2 cmp rax , 0

3 je win

4 call ret0

5 jmp fail

6

7 ret0:

8 mov rax , 0

9 ret

10

11 ret1:

12 mov rax , 1

13 ret

Stack
...

saved RIP

...

Registers
RAX 0
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Synchronize + Exploit

Single step to
store

Flush entire
cache

Step over store
INVD (=throw
away) store
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Generic exploits are possible,
nearly independent of
running software.



AMD: Not Great, Not Terrible

AMD Security Bulletin

AMD has provided a hot-loadable microcode patch and up-
dated the firmware image [...] This issue has not been found to
impact AMD 4th generation “Genoa” EPYC™ processors (“Zen
4” microarchitecture).

AMD INVD Instruction Security Vulnerability (AMD-SB-3005)
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StackWarp - TL;DR
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Our Goal

VM keeps running
Architectural state

corrupted
Triggerable from
hyperthread
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The Culprit: The Stack Engine

∆RSP: 0 RSP→ ←µRSP

Program Stack Engine Victim Stack

push 1
push 2
push 3
mov %rax, %rsp

▶

30



The Culprit: The Stack Engine

∆RSP:-8 RSP→
←µRSP1

Program Stack Engine Victim Stack

push 1
push 2
push 3
mov %rax, %rsp

▶

30



The Culprit: The Stack Engine

∆RSP:-8 RSP→
←µRSP1

Program Stack Engine Victim Stack

push 1
push 2
push 3
mov %rax, %rsp

▶

30



The Culprit: The Stack Engine

∆RSP:-16 RSP→

←µRSP
1
2

Program Stack Engine Victim Stack

push 1
push 2
push 3
mov %rax, %rsp

▶

30



The Culprit: The Stack Engine

∆RSP:-16 RSP→

←µRSP
1
2

Program Stack Engine Victim Stack

push 1
push 2
push 3
mov %rax, %rsp

▶

30



The Culprit: The Stack Engine
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1
2
3

Program Stack Engine Victim Stack
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The Culprit: The Stack Engine
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StackWarp: Basic Primitive

∆RSP: 0 RSP→

Attacker VM

pop %rax
[ SE off ]

[ SE on ]

▶

Victim VM Stack Engine Victim Stack

push 1

push 2
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StackWarp: Basic Primitive

∆RSP: 0
RSP→ 2

Attacker VM

pop %rax
[ SE off ]

[ SE on ]

Victim VM Stack Engine Victim Stack

▶

push 1

push 2
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Attack Targets

Fault-attacks
on Crypto

Privilege
Escalation

Kernel Code
Execution
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GhostWrite: Circumventing Virtual Memory

Normal Memory Write

User-Mode Process

Virtual Address

Page Table

Physical Memory

sb t1, 0(t0)

Permissions
Checked
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GhostWrite: Circumventing Virtual Memory

Normal Memory Write

User-Mode Process

Virtual Address

Page Table

Physical Memory

sb t1, 0(t0)

Permissions
Checked

GhostWrite

User-Mode Process

Physical Memory

vse128.v v0, 0(t0)

33



GhostWrite

GhostWrite

An architectural bug in a RISC-V vector implementation al-
lowed writes to physical memory.

Result: Write-anything-anywhere primitive

Architectural bugs are not an x86-only problem.
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People find ways to reliably
exploit even the smallest

corruptions.



Pandora’s Box

Transient execution opened Pandora’s box
35



Pandora’s Box

Security vulnerabilities in CPUs are real
35



Pandora’s Box

Side channels often used to see them
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Pandora’s Box

Architectural bugs keep showing up
35



Expectations for CPU Vulnerabilities

Exploits now?
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Expectations for CPU Vulnerabilities

Exploits in a few years?
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Expectations for CPU Vulnerabilities

Exploits if somone builds automated tooling?
36



CPU Security Testing is in its Infancy

Technique Software CPU

Manual ✓ ✓

Random Fuzzing ✓ ✓

Guided Fuzzing ✓ ❍

Static Analysis ✓ ❍

Symbolic Execution ✓ ❍

Sanitizer ✓ ✗
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Software Bugs vs CPU Bugs

Software Bug

Often just crashes
Directly seen
Per program

CPU Bug

Refuses to crash
Indirectly seen

Cross-domain interaction
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Software Testing vs CPU Testing

Feature Software CPU

Input Data Code

Can run in a debugger ✓ ❍

Has feedback ✓ ❍

Emulation fast slow

Crashes ✓ rarely

Execution linear parallel

Has laws of physics ✗ ✓
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Manual vs. Automated Testing

Manual

2
CacheWarp, EntrySign

Automated

5
ÆPICLeak, ZenBleed, Reptar,
StackWarp, GhostWrite
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Takeaways

q CPUs must be treated like software
just faster, harder to debug, and deployed at massive scale

å CPU bugs are exploitable
across VMs, enclaves, and privilege boundaries

C Testing still in its infancy
needs observability, metrics, strategies

41
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